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Description 

CERTIFICATION MOBILE TERMINAL AND 
ELECTRONIC COMMERCE SYSTEM AND METHOD 

USING THE SAME 

Technical Field 

[1] The present invention relates to a transaction system and method. More specifically, 

the present invention relates to a system and method £>r a transaction system and a 
method on a network using a certification mobile terminal. 

Background Art 

[2] As inf>rmation communication technology has greatly developed and infcfmation 

oommunicadon networks have spread, electronic document based electromc 
transactions such as Internet shopping, banking, auction, stocks, business-to-business 
electrons commerce, and govenimental affairs have also increased. However, the 
electronic transactions are executed on the networks without the buyer meeting the 
seller, and hence, it is impossible to idmtify the buyer or the seller, or to check 
wheth^ transacted contents are i>rged or altmd. Also it is difficult to prevent denial 
of transactions. 

[3] AccDrdingly, techniques f)r using a digital signature, which has the same authority 

as tiiat of a legal seal in the real world, to transmit and receive electroiuc documents 
have recently been developed, and services tot verifying the relation between the 
owner of a digital signature and the key used ibr a digital signature have been 
provided. 

[4] In general, when a user visits a certificate register authority, is identified, and 

requests issuance of a certificate, the certificate register authority provides the user' s 
infermation to a certification authority server which provides certificates on the 
network and requests registration, and when the user accesses the certification 
authority server and requests the issuance of a certificate on the network therefrom, the 
certification authority issues a certificate and provides the same to the us^'s terminal, 
and the user then uses the certificate to safely execute transactions,such as Internet 
shopping, banking, auction, and stocks on the network. 

[5] However, the user is allowed to use the certificate only through the corresponding 

tenninal (e.g., wired or wireless terminals including a computer and a cell phone) to 
which the certificate is downloaded. In particular, the mobility of the certificate is 
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farther restricted when the certificate is downloaded to a wired terminal. 

Disclosure of Invention 
Technical Problem 

It is an advantage of the present invention to provide a certificate based electronic 
commerce without restriction of location. 



It is another advantage of the present invention to improve the mobility of a 
certificate by using a mobile terminal. 

It is still another advantage of the present invention to allow off-line transactions 
using the certificate. 

Technical Solution 

In a first aspect of the present invention, an electronic transaction system, 
connected to a transxtion terminal and a certification mobile terminal through a 
network, and performing transactions according to a user's request, comprises: a 
transxtion processor br performing a transaction aocording to a request provided by 
the transaction terminal; a message sender for receiving a transaction history from the 
transaction t^tminal, and transmitting a message which notifies receipt of the 
transaction history to the certification mobile terminal which corresponds to a mobile 
phone number provided by the transxtion terminal; a transxtion history sender for 
providing the transaction history to the certification mobile terminal when the cer- 
tification mobile tenninal receives the message and performs an aocess; a certifier for 
receiving the digitally signed transxtion history from the certification mobile terminal, 
and verifying the digitally signed transxtion history; and a service provider for 
providing a service corresponding to the transaction to the transxtion terminal when 
the transaction history is verified. 

The electronic transaction system further comprises a history database for storing 
mobile phone numbers and corresponding transxtion histories for respective users, 
and the transaction history sender uses the phone number of the kcessing certification 
mobile terminal to find a corresponding transxtion history from the history database 
and transmit the transaction history to the certification mobile terminal. 

The electronic transaction system further comprises a certification authority server 
for issuing digital certificates, and the certification mobile terminal receives a digital 
certificate from the certification authority server. 

In a second aspect of the present invention, a certification mobile terminal, 
oormected to a service providing server and a certi&adon authority server through a 
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network and peribnning c^ti&adon br settling transactions between a user's 
transaction terminal and the service providing server, comprises: a ceiti&ate receiver 
tor aocessing the ceiti&ation authority server and receiving a digital certificate; a 
storage unit far storing the digital ceitificate; a transa::tion histoiy receiver tor 
receiving a message which notifies provision of the transaction history by the transa 
ction terminal from the service providing server, accessing the service providing 
server, and receiving the transaction history; and a digital signature processor f>r 
digitally signing the transaction history with the digital certiiicate stored in the storage 
unit, and providing the digitally signed transa::tion history to the servbe providing 
server. 

[13] In a third aspect of the present invention, a certification mobile terminal, ooimected 
to a user's transaction terminal through a network and peribrming certification tor 
settling a transaction between the transaction terminal and a service provider, 
comprises: a storage unit tor storing a digital certificate; an interface tor com- 
municating with the transaction terminal; and a digital signature processor tor 
receiving a transaction history from the transaction terminal through the interface, 
digitally signing the transaction history with a digital certificate stored in the storage 
unit, and transmitting the digitally signed transaction history to the transaction terminal 
through the interface. 

[14] In a f)urth aspect of the present invention, a certification mobile temoinal, 

ooimected to an off-line service providing system through a network and peribrming 
certification ibr setding transactions between a user and the service proAdding system, 
comprises: a storage unit tor storing digital certificates; an interfxe tor com- 
munkating witii the service providing system; and a digital signature processor tor 
providing a digital certificate stored in the storage unit to the servbe providing system 
through the interface aooording to a user's request. 

[IS] The certification mobile terminal is ooimected to a certification authority server 

through the network, and accesses the certification au&ority server to receive the 
digital certificate and stores the same in the storage unit. 

[16] In a fifth aspect of the present invention, an electronic transaction method, tor a 
system connected to a user's transaction terminal and a certification mobile terminal 
through a network and perferming transactions aooording to the user' s request, 
comprises: (a) inquiring about a certification method tor settling a transaction when the 
user requests a transaction through the transaction terminal; (b) transmitting a message 
which notifies receipt of a transxtion history to a certiikation mobile terminal whkh 
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corresponds to a mobile phone number specified by the user when the user selects a 
digital certificate based ceitifirRtion and provides the transaction history; (c) providing 
the transaction history to the certification mobile terminal when the certification 
mobile terminal receives the message and performs an access; (d) receiving a digitally 
signed transa;;tion history from the certification mobile terminal, and verifying the 
digitally signed transaction history; and (e) providing a service to the transaction 
terminal aoDording to the transaction when the transaction history is verified. 

[17] In a sixth aspect of the present invention, an electronic transaction method for 

performing transitions with a servbe providing server on a network, comprises: (a) 
allowing a user to use a transaction terminal to access the service providing server and 
request a transaction; (b) allowing the transaction terminal to transmit a transaction 
history to a certification mobile terminal storing a digital certificate; (c) allowing the 
certification mobile terminal to use the digital certificate and digitally sign the 
transaction history, and transmit the digitally signed transaction history to the 
transaction terminal; (d) allowing the transaction terminal to transmit the digitally 
signed transaction history to the service providing server; and (e) allowing the 
transaction terminal to receive a service from the service providing server according to 
the digitally signed transaction history. 

[18] The electronic transaction method further comprises: allowing the certification 

mobile terminal to access a certification authority server on the network and receive a 
digital certificate. 

[19] . In a seventh aspect of the present invention, a method for transacting with an off- 
line service providing system, comprises: (a) allowing a user to select one of the 
transactions provided by the service providing systrai; (b) allowing the service 
providing system to certify the user when a certification mobile terminal storing a 
digital certificate transmits the digital certificate to the service providing system; and 
(c) allowing the service providing system to provide a service according to the 
transaction selected by the user when the user is certified. 

[20] 

Brief Description of the Drawings 

[21] The accompanying drawings, which are incorporated in and constitute a part of the 

specification, illustrate an embodiment of the invention, and, together with the de- 
scription, serve to explain the principles of the invention, wherein: 

[22] FIG. 1 shows an electronic transaction method according to an exemplary 
embodiment of the present invention; 
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[23] FIG. 2 shows a blcck diagram of an electronjc transaction system acoording to a 

first exemplary embodiment of the present invention; 
[24] FIG. 3 shows a flowchart br an electronic transaction pra:ess aooording to a first 

exemplary embodiment of the present invention; 
[25] FIG. 4 shows a block diagram of an electronic transaction system aooording to a 

second exemplary embodiment of the present invention; 
[26] FIG. 5 shows a flowchart ibr an electronic transaction process according to a 

second exemplary embodiment of the present invention; 
[27] FIG. 6 shows a block diagram of an electronic transaction system aooording to a 

third exemplary embodiment of the present invention; and 
[28] FIG. 7 shows a flowchart hr an electronic transaction process according to a third 

exemplary embodiment of the present invention. 

Best Mode for Carrying Out the Invention 

[29] In the fi)llowing detailed description, only the preferred embodiment of the 

invention has been shown and described, simply by way of illustration of the best 
mode contemplated by the inventor(s) of carrying out the invention. As will be 
realized, the invention is capable of modification in various obvious respects, all 
without departing from the invention. Accordingly, the drawings and description are to 
be regarded as illustrative in nature, and not restrictive. To clarify the present 
invention, parts which are not described in the specification are omitted, and parts br 
which same descriptions are provided have the same reference numerals. 

[30] FIG. 1 shows an electronic transaction method aooording to an exemplary 
embodiment of the present invention. 

[31] A user uses a mobile terminal C to receive a certificate from a certification 

authority A, and uses the certificate downloaded to the mobile terminal C (referred to 
as a digital certificate hereinafter) to receive certification in die case of electronic 
transactions through a wired terminal D or off-line transactions. 

[32] In order to apply the digital certificate to wired electronic transactions, the user, or a 
servbe provider E transacting with the user, provides wired .transaction contents to a 
mobile termiiud in which the digital certificate is stored, and the user uses the mobile 
terminal to apply a digital signature to the transaction contents by using the digital 
certificate. ThereJbre, the mobile terminal provides digitally signed transaction 
contents to the user' s wired terminal, or the servbe provider E, to execute the 
transactions. 

[33] Also, in the case of off-line transactions, the user provides the digital certificate 
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Stored in the mobile terminal to the service provider (e.g., a vending machine) to 
receive certification. 

[34] A first exemplary embodiment £>r using the digital certificate f>r wired transactions 
will now be described. 

[35] FIG. 2 shows a block diagram of an electronic transaction system (referred to as a 
transaction system hereinafter) aooording to a first exemplary embodiment of the 
present invention. 

[36] As shown in the transaction system, the user's transaction terminal 200 is oormected 

to a service providing server 300 through a first network 100, and the user's cer- 
tification mobile terminal 500 is coimected to a certification authority server 600 
through a second network 400. The first network 100 includes a cable network and the 
second network 400 includes a wireless network. 

[37] The transaction terminal 200 includes a terminal (including a wired terminal such 
as a personal computer) which the user uses to transact with the service providing 
server 300 and to receive a desired service through the first network .100. 

[38] The certification mobile terminal 500 (referred to as a mobile terminal hereinafter) 

is a terminal (including a cell phone and a PDA) in which the digital certificate 
provided by the certification authority server 600 is stored In detail, the mobile 
terminal 500 includes: a transmitter and receiver 51 £)r transmitting aiad receiving 
signals (including iidbrmation and data) through the second network 400; a storage 
unit 53 br storing a digital certificate from the transmitter and receiver 51; a certificate 
receiver 52 f>r receiving the digital certificate; an input unit 54 (including a keypad) 
£)r interface with a user; a display 55; a transaction history receiver 56 i)r accessing 
the service providing server 300 and receiving the user's transaction in&nnation 
acDording to a message received status through the transmitter and receiver 51 ; and a 
digital signature processor 57 Syr applying a digital signature to the user's transaction 
infcrmation by using the digital certificate stored in the storage unit 53. 

[39] The. service providing server 300 provides a service to the user according to a 

request by the user who accesses the networks 100 and 400, in particular, after the user 
is certified through a digital certificate and settles a transaction. For this purpose, the 
service providing server 300 includes: a transaction processor 31 bx processing the 
. transaction according to the user's request transmitted by the transaction tenninal 200; 
a message sender 32 br transmitting a message of transaction history receipt to the 
mobile terminal 500 specified by the user when a transition history f>r settling the 
transaction is provided by the user, a transxtion history sender 33 br receiving the 
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message and transmittmg the transaction history to the accessed mobile terminal 500; a 
certifier 34 fi>r transmitting the digitally signed transaction history transmitted by the 
mobile terminal SCO to the certification authority server 600 to inquire about a certified 
status; a service provider 35 f>r providing a service to the transaction terminal 200 
when the digitally signed transaction history is certified; and a history database 36 tor 
storing transaction history data tor respective users. 

A mobile communication service system (not illustrated) is provided between the 
mobile terminal 500 and one of the service providing server 300 and the certification 
authority server 600 to per&rm data communication between the mobile terminal 500 
and one of the servers 300 and 600, and in addition, the service providing server 300 
may be installed in the mobile communication service system. The above^noted data 
communication between the mobile terminal 500 and one of the servers 300 and 600 
through the mobile oonmiunication service system will not be described since it is well 
knovm to a person skilled in the art. 

A transaction method according to the first exemplary embodiment of the present 
invention will be described based on the above-described configuration. 

FIG. 3 shows a flowchart i>r an electronic transaction process using a certificate 
according to the first exemplary embodiment of the present invention. 

In order to use a digital certificate, the user visits a service provider (or a cer- 
tification authority), identifies the user there, and receives a reference number f>r 
downloading a digital certificate. In detail, the user submits user inbrmation 
including: a name; a residence registration number; an D; an address; a telephone 
number; and a post code to the service provider, and the service provider then provides 
a reference number to the user. The service provider provides the reference number 
and user in&rmation to the certification authority. 

The user uses the mobile terminal 500 to access the certification authority server 
600. In detail, when the user inputs a URL corresponding to the certification authority 
server 600 to the mobile terminal 500, the URL is converted into a WML, HTML, 
HDML, or XML through a wireless gate including the wireless application protocol 
(WAP), the converted URL is transmitted to the mobile conmiunication service system 
through the second network 400, and the mobile oommunkation servke system 
connects the mobile terminal 500 to the certification authority server 600 aocording to 
the converted URL. In this instance, the user may directiy input the URL to access the 
certification authority server, or, either use a button or select a direct link to access the 
certification authority server in Step SI 00. 
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[45] The certification authority server 600 requests the mobile tenxunal 300 to input a 
reference number, the user inputs the reference number to the input unit 54, and the 
ceitiJicate receiver 52 of the mobile terminal 500 transmits the reference number to the 
certification authority server 600 through the transmitter and receiver 5 1 in Steps S 11 0 
and S120. The certification authority server 600 transmits a digital certificate to the 
mobile terminal 500 depending on whether the reference number provided by the 
service provider corresponds to the reference number input by the user in Step SI 30. 

[46] When the reference numbers correspond to each other, the certificate receiver 52 
receives the digital certificate firom the certification authority server 600 through the 
mobile communication service system and stores the digital certificate in the storage 
unit 53 in Step S140. The digital certificate includes user infcrmation and password bi 
signature. 

[47] When downloading the digital certificate to the mobile terminal from the cer- 
tification authority server, the user is able to execute electronic commerce with banks 
and securities corporations by using the digital certificate on-line or off-line 

[48] As shown in FIG. 3, when the user uses the transaction terminal 200 to access the 
service providing server 300 on the first network 100 and request a banking 
transa[;tion, the transaction processor 31 inquires to the user about a certification 
method (e.g., certificate based certification or password based certification) in Steps 
S150 and S160. When the user selects certificate based certi&ation, and in particular 
digital certificate based certification (the user inputs a mobile phone number of the 
mobile terminal which stores the digital certificate in this case), the service providing 
server 300 requests desired contents (including the user's aooount number and 
password br a transaction with a bank, a stock aooount number and buy and sell items 
and amounts br a transaction with a securities company, and the user's credit card 
number, expiration date, and a password hx electronic oomm^ce), and the transaction 
terminal 200 provides the above-noted contents input by the user, that is, a transaction 
history, to the service providing server 300 in Steps S170 to S200. In this instance, the 
transaction terminal 200 encrypts the transaction history by using a transport layer 
security/secure socket layer (TLS/SSL) £)r inJbrmation security and transmits the 
encrypted transaction history to the service providing server 300. 

[49] The message sender 32 receives the transaction history from the transaction 

terminal 200, and transmits a short message service (SMS) message or a multimedia 
messaging service (MMS) message to a mobile terminal corresponding to the mobile 
phone number input by the user to thereby notify the mobile terminal of receipt of the 
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transaction histoiy in Step S210. In this instance, the message includes link in- 
i)nnation on die service providing server 300 so that the user may be called ba:k and 
be accessed to the service providing server 300 or the message may include receipt 
contents on the transaction history without the link inbrmation. The service providing 
server 300 matches the mobile phone number or user identification infirmation 
(including an D and a residence registration number) with the transaction history, and 
stores matched contents in the history database 36 fi>r a subsequent transaction cer- 
tification process. 

[SO] When the message transmitted from the service providing server 300 is displayed 
on the mobile terminal SOO, the user uses the message to aocess the service providing 
server 300 or uses another access process to access the same in Step S220, and 
receives the transaction history which was provided in the case of a transaction using 
the transaction terminal 200. In this instance, as shown in FIG. 3, the service providing 
server 300 uses the mobile phone number of the accessing mobile terminal SOO to find 
the corresponding user's transaction history from the history database 36 and provide 
the transaction history to the transaction terminal 200 in Step S230, and the transaction 
history receiver S6 receives a transaction history from the service providing server 300 
and transmits the transaction history to the digital signature processor S7. 

[SI] The digital signature processor S7 receives the transaction history, and displays a 

screen on the display 55 to request input of a password br a digital signature, and 
when the password input through the input unit S4 corresponds to the password 
included in the digital certificate, the digital signature processor S7 generates a digital 
signature key. The digital signature processor S7 uses the digital signature key to 
digitally sign the transaction history, and transmits the digitally signed transaction 
histoiy to the service providing server 300 through the transmitter and receiver S 1 in 
Steps S240 and S2S0. That is, the digital signature processor S7 digitally signs the user 
inJbrmation included in the digital certificate and the transition history by using the 
digital signature key, and transmits the digitally signed user information and 
transaction histoiy to the sendee providing server 300. 

[S2] The certifier 34 uses a public key to verify the digitally signed transaction history 
transmitted by the mobile terminal SOO. In detail, when the user information included 
in the corresponding user's digital certificate provided by the certification authority 
server 600 corresponds to the user inbrmation provided by the mobile terminal SOO, 
the service provider 3S performs the transaction (e.g., reference and transfer in the case 
of banking transaction, stock buy and sell in the case of securities transaction, and 
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setUement in the case of electronic oonuneice) requested by the user through the 
transaction tenninal 200, and provides a service in Steps S260 and S270. 
[S3] Aaoording to the £rst embodiment, portability of the certificate is improved by 

downloading the certificate to the user's mobile terminal and using the same bx the 
wired electronic transaction. Also, when the user uses a wired terminal to execute 
transactions, the transaction history is transmitted through the service providing server 
to the mobile terminal storing the certificate and is then digitally signed, and ao- 
oordingly, the user can execute desired transactions using the certificate at any 
location. 

[54] Further, the service providing server transnsits the transaction history to the user's 

mobile terminal to digitally sign the same in the first embodiment, and differing from 
this, it is possible bv the user to provide the transaction history to the user's mobile 
tenninal from the transaction terminal and digitally sign the same. 

[55] A method ibr certifying wired electronic oonunerce aooording to information 
transmission between a transaction terminal and a mobile terminal amording to a 
second exemplary embodiment will be described. 

[56] FIG. 4.shows a block diagram of an electronic transaction system according to a 

second exemplary embodiment of the present invention, and FIG. 5 shows a flowchart 
S>r an electronic transaction process aooording to the second exemplary embodiment 
of the present invention. 

[57] The transaction terminal 200 communicates with the mobile terminal 500. To 

achieve this operation, the transaction terminal 200 includes an interface 21 br com- 
municating with the mobile terminal 500, and a transaction history transmitter 22 br 
: transmitting the transaction histoiy to the mobile terminal 500 through the interface 21 
and transmitting the digitally signed transaction history provided by the mobile 
terminal 500 through the interface 21 to the service providing server 300. 

[58] The mobile tenninal 500 and the service providing server 300 aacording to the 

second embodiment have the same configurations as those aooording to the fijrst 
embodiment, except that the mobile terminal 500 further includes an interface 58 bi 
transmitting and receiving information to/from the transition terminal 200, and the 
service providing server 300 includes no devices for storing or transmitting the 
transaction history ( i.e. no transaction history sender, transaction history database, or 
certifier). 

[59] A transaction process aooording to the second exemplary embodiment of the 

present invention wiD be described based on the above-described configuration. 
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Having downloaded a digital certi&ate to the mobile terminal SOO from the cer- 
tification authority server 600 in a like manner of the first embodiment, the user uses 
the transaction terminal 200 to acess the service providing server 300 and request a 
transaction in Step S300 as shown in FIG. S. 

The user then selects a digital certificate based certification method in Steps S3 10 
and S320, and connects the user's transaction terminal 200 to the mobile terminal SOO 
in a wired or wireless manner to transmit the transaction history to the mobile terminal 
300 in Steps S330 and S340. For example, the transaction terminal 200 is connected to 
the mobile terminal SOO through a serial cable, and the transaction history transmitter 
22 transmits the transaction history input by the user to the mobile terminal SOO t 
hrough the interface 21. Also, the transaction terminal 200 can transmit the transaction 
history to the mobile terminal SOO by using not the cable but an infrared com- 
inunication method. In this instance, the transaction terminal 200 requires a transmitter 
£>r converting inbrmation into infrared signals and transmitting the infrared signals, 
and the mobile terminal SOO needs a device f)r receiving the infrared signals and 
restoring the same into original inf>rmation, and the interfaces 21 and S8 of the 
terminals 200 and SOO transmit and receive the transaction history via the infrared 
communication method. Iliat is, the interface 21 aonverts the transaction history 
provided by the transaction history transmitter 22 into infrared signals and transmits 
the infrared signals to the mobile terminal SOO, and the interface S8 of the mobile 
terminal SOO receives the infrared signals, restores original in&rmation, and provides 
the same to the digital signature processor S7. The transaction terminal 200 can 
transmit the transaction history to the mobile terminal SOO by using other available 
methods in addition to the above-exemplified method. 

When receiving the transaction history from the transaction terminal 200 through 
the interface S8, the digital signature processor S7 generates a digital signature key 
aaoording to an input password to digitally sign the transaction history, and transmits 
the digitally signed transaction history and user infermation to the transaction temoinal 
200 through tiie interface S8 in Steps S3S0 to S380. 

The transaction history transmitter 22 of the transaction terminal 200 receives the 
digitally signed transaction history from the mobile terminal SOO and provides the 
same to the service providing server 300. The service providing server 300 uses a 
public key to verify the digitally signed transaction history in a like manner of the first 
embodiment, settles the transaction with the user, and provides the corresponding 
service in Steps S390 and S400. 
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A method tor applying the digital certificate to off-line transactions other than to 
on-line transactions according to the first and second embodiments will now be 
described. 

FIG. 6 shows an off-line electronic transaction system aocording to a third 
exemplary embodiment of the present invention and FIG. 7 shows an electronic 
transaction process aooording to the third exemplary embodiment of the present 
invention. 

As shown in FIG. 6, the mobile terminal SOO includes a transmitter and receiver Si, 
a certificate receiver 52, an input unit 54, a storage unit 53, a digital signature 
processor 57, and an interface 58 which also may function as an infrared com- 
municator bv converting information into infrared signals and transmitting the infrared 
signals. 

The service providing system 800 represents an off-line service providing system 
including a vending machine and a device br issuing registration papers. 

As shown in FIG. 7, the user downloads the digital certificate to the mobile 
terminal 500, and is certified by using the mobile terminal 500 when the user attempts 
to execute an off-line transaction. For example, as shown in FIG. 6, when desiring to 
buy cigarettes bom a vending machine or obtaining a registration paper from an 
automatic registration paper issuing machine, the user inputs a desired item (e.g., 
selection of cigarettes or selection of issuance of a residence registration sheet) to the 
machine, uses the user's mobile terminal 500 to provide a certificate to the cor- 
responding service providing system 800 and be certified as a suitable user in Step 
S500. 

For example, when the user requests a transmission of certi&ate through the input 
unit 54 of the mobile terminal 500, the digital signature processor 57 provides the 
digital certificate stored in the storage unit 53 to the corresponding service providing 
system 800 through the interface 58 in Steps S520 and S530 by the infrared com- 
munication method exemplified in the second embodiment. 

When receiving the digital certificate from the mobile terminal 500, the service 
providing system 800 uses the public key to select user information from the digital 
certificate and provides the user information to the certification authority server 600, 
ooimected on the network, to request certi&ation in Steps S540 and S550. When the 
user is certified, the service providing system provides cigarettes to the user or issues 

> 

corresponding sheets to the user in Step S560. 

Accordingly, the user can easily execute desired transactions by using the digital 
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certificate stored in the mobile teiminal in the case of off-line transactions. 
[72] The above-mentioned "'service" includes any kind of transaction on the network 

based on the user certification, such as contents provision, banking transactions, 

securities transactions, mailing, and conomerdal transactions. 
[73] A gateway server can be provided between the service providing server and the 

terminal to relay data communication therebetween. In this case, the gateway server 

exemplarily relays the SMS provided by the service providing server to the user 

terminal. 

[74] AoDording to the present invention, the user can stably perbrm on-line and off-Une 
transactions by using the certificate without restriction of location. 

[75] While this invention has been described in connection with what is presently 

considered to be the most practical and preferred embodiment, it is to be understood 
that the invention is not limited to the disclosed embodiments, but, on the contrary, is 
intended to cover various modifications and equivalent arrangements included within 
the spirit and scope of the appended claims. 

[76] 
[77] 



